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INFORMATICS PRACTICES
Chapter 14 & 15 — Cyber Safety
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are the records and traces individuals activities as they use the internet.

ensures that only authorized users get access to sensitive and protected data.

small text files storing piece of information related to your online habits.

a type of browsing wherein browser opens in incognito mode and does not

store cookies about your online activity.

refers to the safe and responsible use of internet so that to ensure safety and

security of personal information and not posing threat to anyone else’s information.

Is a potential violation of security.

A is a self-replicating program, which eats up the entire disk space or memory.

is a general term used to refer to viruses, worms, spyware, adware etc.

are the programs that deliver unwanted ads to your computer.

is the criminally fraudulent process of attempting to acquire sensitive

information pertaining to a user.

A is a program that appears harmless but actually performs malicious

functions such as deleting or damaging files.

refers to the sending of bulk- mail by an identified or unidentified source.

are malicious programs /codes that cause damage to data and files on a system.

is a software which is installed on your computer to spy on your activities and

report this data to people willing to pay for it.
is a network security system ,either hardware/software —based ,that controls

incoming and outgoing network traffic based on a set of rules.

refers to the redirection of an individual to an illegitimate Website through

technical means.

are specially formatted digital information issued to website, are used to

verify the identity of the message sender.

are a way of authenticating the identity of creators or producers of digital

information.
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